REVERSE HACKATHON // OFFICIAL SUBMISSION

NORTHWIND CIPHER

Zero-Trust Post-Quantum Al Flight Recorder for Autonomous High-Risk Credit Underwriting

Target Compliance: EU Al Act Art. 19 & Cryptographic Standard: ML-DSA-65 + Transparency Standard: RFC 6962
DPDP Act Ed25519 Merkle Log

Verification Engine: 100% In-Browser Test Coverage: 19/19 Unit & Integration
Critical Path Impact: < 2ms (Fail-Open) Web Crypto Passing

1. Executive Overview & The Problem

Modern autonomous lending algorithms evaluate and underwrite millions in credit decisions every second. However, as
high-risk artificial intelligence takes over autonomous financial decisioning, it creates an alarming Black Box Crisis: when
an Al model denies a loan, alters an interest rate, or exhibits bias, financial institutions face catastrophic regulatory fines.
Under EU Al Act Article 19, autonomous high-risk systems must maintain continuous, tamper-evident logs tied strictly to
natural human identities throughout their entire operational lifecycle. Violations carry severe penalties of up to €35 Million
or 7% of global annual turnover.

The Engineering Bottleneck: Traditional audit logging either slows down client underwriting latency or relies on vulnerable
internal databases where logs can be tampered with or deleted by malicious insiders.

The Northwind Solution: Northwind Cipher introduces a military-grade, zero-trust Al Flight Recorder. By pairing an
out-of-band asynchronous capture hook with an immutable RFC 6962 Merkle tree, RFC 8949 CBOR canonicalization, and
post-quantum hybrid signatures (ML-DSA-65 + Ed25519), Northwind cryptographically guarantees that no loan evaluation
can ever be altered, backdated, or repudiated—all while maintaining an unprecedented sub-2ms underwriting critical
path.

01 // Zero Latency Impact 02 // Mathematically Tamper-Evident 03 // Air-Gapped Zero-Trust Proof
Critical path underwriting returns in < 2ms. RFC 6962 append-only Merkle Zero reliance on server honesty.

Audit payloads are extracted and sealed transparency log seals every leaf with Regulators verify receipts directly in their
out-of-band in bounded ring buffers with cryptographic inclusion proofs and Signed browser using Web Crypto API and

fail-open safety. Tree Heads (STH). post-quantum keys.



NORTHWIND CIPHER // ZERO-TRUST Al FLIGHT RECORDER EU Al Act Article 19 & High-Risk Credit Underwriting

2. Interactive Web Dashboard & 4-Page Section Tour

To provide judges and regulatory auditors with a tangible, interactive demonstration, Northwind Cipher is hosted as a
full-stack, high-performance web dashboard styled with a dark luxury aesthetic (inspired by Phenomenon Studio). It features
an animated aero wallpaper with hardware-accelerated scroll parallax and 4 specialized page sections:

Section 00: The Command Home Hub (#¥home)

The Home Hub acts as the command center for enterprise risk officers. It features:

e Live Telemetry HUD: Real-time counters showing total evaluations processed, Merkle tree depth, sub-2ms latency
gauges, and air-gapped verifiability status.

e Interactive 3D Launch Cards: Three high-impact interactive portals that guide judges through the 3 phases of the
compliance lifecycle: Trigger, Transparency, and Proof.

* Hardware-Accelerated Aero Wallpaper: High-visibility animated backdrop with smooth linear interpolation (lerp) parallax
physics that glides as the user navigates.

Section 01: Applicant Loan Portal (#portal // The Upstream Trigger)

A financial loan intake engine demonstrating real-time high-risk algorithmic credit underwriting:

* Sub-5ms Underwriting Engine: Evaluates annual income, credit score, and principal amount with explainable reason
codes.

« EU Al Act Natural Person Guard: Article 19 strictly mandates natural human person accountability. The portal validates
identifiers and rejects machine tokens (svc:*, client:*, bot:*) with HTTP 422 violations.

* Judge Demo Presets: Instant test buttons for Prime Applicant (Approved, 5.5% APR in 1.8ms), Subprime Applicant
(Threshold Reject), and Bot Crawler (HTTP 422 Violation).

 Instant Audit Bridge: An outcome card with a 'Verify in Studio - "' action that immediately transitions into the verifier with
the newly sealed receipt.

Section 02: Live Flight Recorder Log (#recorder // The Transparency View)

A live window into the append-only cryptographic transparency log:

* Signed Tree Head (STH): Displays the current live 256-bit Merkle root hash sealed across all historical lending
evaluations.

* Append-Only Leaf Stream: Real-time feed of SHA-256 leaf hashes sealed out-of-band by the background worker with
dual-ring radar ping animations.

« Fail-Open Loss Accounting: A dedicated signed loss counter monitoring queue degradation to ensure 100% audit
integrity even during sudden system overload.

Section 03: Auditor Verification Studio (#studio // The Mathematical Proof)

An air-gapped cryptographic proof engine that executes 100% in the judge's web browser:

e Zero-Trust Browser Web Crypto APIl: Computes SHA-256 digests and validates signatures entirely client-side without
trusting the API server.

* Drag-and-Drop Receipt Ingestion: Drop any exported receipt.json file to inspect decoded Article 19 audit fields.

e The 1-Bit Tamper Simulator (Judge Wow Factor): Click the tamper button to flip a single bit in the hash. The browser
instantly detects fraud, triggering a violent red glitch animation and proving that zero-trust cryptography catches any altered
database record.
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3. The Seven Cryptographic Verification Domains

To establish mathematically unassailable proof of Al credit decisions, Northwind Cipher enforces the Seven Verification
Domains. In the Auditor Studio, judges can watch a cinematic cascade verification wave evaluate each domain
step-by-step:
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Regulatory Compliance Matrix: EU Al Act & Digital Data Protection

EU Al Act Article 19 & High-Risk Credit Underwriting

Guarantees identical byte
representation across diverse
architectures.

Proves the receipt matches the exact
loan evaluation without 1-bit alteration.

Non-repudiation proof resistant against
both classical and quantum
adversaries.

Proves the decision was permanently
recorded in the official transparency

log.

Prevents history rewriting, branch
deletion, or retroactive log truncation.

Guarantees the model was executed
within a secure enclave boundary.

Guarantees distributed
multi-stakeholder governance across
external parties.

* EU Al Act Article 19 (Continuous Automated Logging): High-risk Al credit scoring systems must enable the recording of events over
the system's lifetime. Northwind automates deterministic CBOR serialization and Merkle sealing with Oms added latency.

* Natural Person Traceability: Machine accounts and headless bots are strictly forbidden from signing credit determinations, ensuring a
legal human chain of responsibility.
» DPDP Act 2023 / GDPR Right to Explanation: Underwriting decision factors (credit score, income ratio, APR risk tier) are preserved
inside canonical CBOR structures for instant automated audit export without exposing PII in plain text.
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4. System Architecture & Technical Rigor

Northwind Cipher is not a conceptual mockup; it is a fully tested, containerized software architecture built with

production-grade safety mechanisms:

1. Ingestion Fast APl /eval uate_| oan

2. Hook

Dispatch Capt ureHook (Ring Buffer)
3. Canonical

Sealing Crypt oSeal er (RFC 8949)
4. Tree

Append Mer kl eLog (RFC 6962)

5. Zero-Trust
Audit Web Crypto Verifier

Receives loan payload, validates natural person identity, executes deterministic
credit underwriting rules in under 2ms, returns decision immediately.

Dispatches audit record into an in-memory bounded ring buffer out-of-band.
Employs fail-open semantics: if queue fills, increments signed loss counter
instead of dropping borrower request.

Background worker pulls from queue, serializes with canonical CBOR, computes
SHA-256 digest, and signs with Ed25519 and ML-DSA-65 post-quantum hybrid
keys.

Seals hash as leaf in append-only tree with interior node hashing SHA256(0x01 ||
left || right). Computes logarithmic audit path for inclusion verification.

Exports receipt containing CBOR payload, hybrid signatures, and Merkle proof.
Verified 100% client-side in browser or offline via Python CLI verifier.

5. Why Northwind Cipher Wins Hackathons (Judging Matrix)

1. Technical Innovation & Pioneering post-quantum hybrid signatures (NIST FIPS 204 ML-DSA-65 + Ed25519) with RFC
Complexity 6962 Merkle trees. Solves real-world out-of-band fail-open concurrency with signed loss entries.

Luxury dark glassmorphism (Phenomenon Studio), hardware-accelerated animated aero

2. User Experience & Aesthetics wallpaper with scroll parallax physics, interactive presets, and cascading verification animations.
3. Real-World Value & Market Directly resolves mandatory EU Al Act Article 19 compliance for trillion-dollar algorithmic lending
Need institutions, preventing catastrophic regulatory fines of up to €35M.

The interactive 1-Bit Tamper Simulator lets judges actively tamper with the ledger and

4. Demo Quality & 'Wow' Factor immediately witness client-side cryptographic fraud detection in real-time.
5. Engineering Rigor & 19/19 pytest tests passing across cryptographic serialization, tree append proofs, API
Completeness endpoints, and CLI verifier. Fully containerized with Dockerfile and docker-compose.yml.

Judges' Takeaway Summary: Northwind Cipher transforms compliance from an operational burden into a zero-latency
mathematical advantage. By proving that autonomous Al can be accountable, tamper-evident, and post-quantum secure without
sacrificing borrower latency, Northwind sets the gold standard for high-risk autonomous finance.




